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CredentialOne Introduction

A holistic approach to the creation and practical usage of credentials is the best way to ensure
the security of your people, facilities and assets. Diebold's CredentialOne delivers just that. An
innovative suite of comprehensive identity and access management solutions, CredentialOne
is based on a single enrollment process for countless applications and multiple use case
scenarios. During the enrollment process, data can be captured in one of three ways:

1 From an existing smart card (PIV, CAC, TWIC, FRAC, ACIS) or legacy credential

An authoritative database or third party Identity Management System (IDMS) to enable
usage and provisioning

3 By live enrollment/registration; for PIV credentials this requires following the entire FIPS
201 process for credential and electronic identity creation; that is, a fully-compliant FIPS
201 solution. This process begins with sponsorship through registration, vetting and
credential creation

From your efforts to achieve FIPS 201 compliance to consideration of options for usage of the
credential, Diebold's experts are your security partners who can provide the advice and tools you
need to navigate federal requirements and ensure your program provides return on investment
and remains relevant. Together, we can build a compliant system and infrastructure that includes
forward-thinking processes and components for establishing a unique personal identity, managing
credential issuance and usage and securely accessing your facilities and assets.
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From the development of your systems approach to the selection of components, from simple
PACS provisioning to full implementation to testing and credential issuance, CredentialOne was
designed not only to help you achieve compliance, but to increase the efficiency of your agency.
Our modular and scalable solutions are based upon open standards, multiple technologies
and boundless migration options, giving you the freedom to introduce a system today that can
evolve to meet your needs tomorrow. CredentialOne solutions comprise approved products and
services built around the Diebold Identity Integration Services Framework. They include:

COMPLIANCE CONSULTATION
Expert advice to guide the development of your security strategy and selection of the tools that
will enable your agency’s compliance with HSPD-12

ENROLLMENT MODULES
Tools for the capture of personal identification information, including biometrics, biographics
and digital certificates

DATA CAPTURE AND PROVISIONING MODULES
Tools that enable the leveraging of information from other systems to identify participants
at your agency

IDENTITY MANAGEMENT SYSTEM
Tools and strategies for the centralized and secure storage of participants’ biographic and
biometric data

CARD PRODUCTION SYSTEMS
Centralized card production systems integration or local/distributed printing solutions

PHYSICAL AND LOGICAL ACCESS CONTROL SYSTEMS
Scalable solutions to enable usage of your credential, including both physical and logical access
control systems from single-site deployments to enterprise-wide systems

SNAP-IN MODULES
One or more tools to enable the integration of a variety of system devices, such as biometric
capture sensors and document authentication devices

IMPLEMENTATION AND TRAINING
Skilled service professionals who can install and help launch your credentialing solution across
your enterprise, locally or nationwide

USAGE CONSULTING
Expert advice to leverage your investment through usage with physical and/or logical access
control systems

ON-GOING SERVICE

Total life-cycle service capabilities including depot-level service capabilities and/or dispatch of
trained field personnel for on-site system maintenance and repair
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